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6- Availability
7- Denial of Service
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1- Firewall

2- Intrusion Prevention Systems
3- Intrusion Detecttion Systems
4- Radio-frequency IDentification
5- Wireless sensor networks
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9- Internet Protocol Version 6
10- Wifi
11- Datagram Transport Layer Security

12- Constrained Application Protocol
13- Hypertext Transport Protocol
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8- Low-power and Lossy Networks: LLN
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15- Global Positioning System

14- Perception Layer
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Accessibility Jamming Secure localization
Collisions Man in the Middle (MITM) Selforganization
Counterfeiting Misconfiguration Signal Lost
Data Newness Modification Spoofing
Eavesdropping Node Failure Survivability
Exhaustion Node Outage Sybil
Fabrication Node Subversion Tampering

False Node Message Corruption

Passive Information Gathering

Timing management

Hacking Protocol Tunneling Tractability
Interruption Repudiation Unfairness
Interception Robustnes War Dialing
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21- Malicious substitutions of things
22- Security parameters extraction
23- Privacy Threat
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16- Timing attack

17- Node capture

18- Group communication key
19- Fake node

20- Cloning of things
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28- Next Generation Network: NGN
29- Man in the Middle

30- Routing attack

31- Replay attack

24- Universal Serial Bus

25- WSN: Wireless Sensor Network

26- Wireless Mesh Network: WMN

27- Supervisory Control and Data Acquisition: SCADA

i) pole

)

VY 5l /

—
o



L) pole

:..

VY Sl /

—
<

308 oS cga (599, e IS (s Hlas (slagya 50
L i ) (558 sla g el Bblie wlanl w3
siie juc

5 IPS/IDS « 5,L Lulas guial (sla IS 55l 51 suliil
S 5o 7 e s JHES i 48
2w 9 93 oly )l Juasl p3 (Hoa b Siwisl sla )l
(MlSin i pa anb i) 558 LS55 Jlacl o
L i Hslie 4 Slae Ol o sa Hoal o
ose ol ol S
ool Sl s JUIS 5 suliiol o

S 4y QSIS e yieas caga VPN-S25™ s
Oleslew

] B ) Hed b kel sla )l
o Lol gon 5 asl€i s ialee olasksis 5 sulii_cul
e s Grok O (psiess ol
0 e 4 g 52 ) (500 slapis; S 5 sulii il e
e sa Slal 5 (dle
ol 4V -Y-¥

Sl s alaiel LB laa o S (Solea Y
DY ol ol oo aal ) (ga 58 4eli s Y
S Al ol (sl (L1, s ML slad Gk
sLreuls (55105 0 i oo ALl e g8 sliilas
a8, o gt Ho dia g8 (5 Saaaad 5 auaa
EeNLA g L PR PVERE-1 ESPRT P SUPPT SR BN
Ol asls sas sl sen all slasals 31 Csae oledl
5 L, KI5l (5S040 5 (558 (el (solare 4 Y
ol S (558 (L0 sladSE g

ilan ¥ jo gl y GMas \-Y-Y

Orl o9 ol sl iponl 5 Gitel Sluags

Saolins Sl a5 o 8 o e dlas Sl s Y

il oo ¥ ol o
saze Jyl b Joa 3aob 5l ol oM aa
sladila su u€elan ool (San o ol i Sledsl
Lasols JUEBI o cue slie aels 5 00 503 olasd 1y ool yrene
ol dlad slaaly slagl Guane Jsb (RS L Gl 53]
el 00,8 4K Sl o by Cda 5 @S 50 50

V1 asske (b 4 b s e oes
S S o aMel aalge alan ol o ey sbeu elan o
3B 15 ol 3 Cpl 0 el Y 2l S L (s e 51510
A Hsae an e S gl 5a B o)l oo
il (Sas palge S ola T SATI J8 g Jan 0
T S (Solw 4 L oS Sl Sl slasi
S8,
Ladiows ool (Sae palee S o€ ola My o S alan o
OlSe 5o s lagT 5 eu, S s 4 5o K6 S 5a
o3 ey JESI s 0 T a5 35S Ji g8 500
hores o Slac 5y gl aa 5o 5 4Sad B, 5y e
VATl e 3!
Gl Oy oo ea palps 85 Gl 4 s ddan e
483 o 41,1 a0 elutl ol
@l J ) 4 o ulie saniSalaa : a5l o las o
Slaiel B 55 g g0 coait @il 53 damlie 55 il S
9 ousa lal pudas ol e | a5
3 s g0 8353 IS4 Ladelial € iais A3

aSah 4y 4 el cslliadle g La,lSal, Y-Y-Y

oo Sud Y o peal s gl gla Kl 5 ol
SLadSit 50 ol 3 YLl ¢ o308 (sladSt Eicus e
525 09 sbaial 4 48 sl oo a5 3858 L a0

ol sud GAL 5 o

G0 SLASD ) EA LD kel sl )L,
3 saliied Jle (gl @S 5o (S el Jlac!

36- ACL Access Control List:

37- Multi Factor Authentication: MFA
38- VPN Site to Site

39- Grid

32- blackhole L, Sinkhole

33- Selective transformation
34- Wormwhole

35- Sybil
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43- COnstrained Application Protocol

44- User Datagram Protocol

45- Message Queue Telemetry Transport

46- Advanced Message Queuing Protocol

47- Transport Layer Security/Secure Sockets Layer
48- Interface

49- Low-power Wireless Personal Area Networks
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40- Virtual Machine: VM
41- Log Monitoring
42- Security Information and Event Management
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50- Firmware
51- SQL injection
52- Cross-site scripting
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60- Internet Key Exchange / Internet Protocol Security
61- Host Identity Protocol

62- Extensible Authentication Protocol

63- Digital Signal Processing: DSP
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53- Buffer overflow

54- Open Web Application Security Project

55- Common Weakness Enumeration

56- Software Auusrance Forum for Excellence in Code
57- Phishing attack

58- Sniffing attack

59- Code Signing
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68- Advanced Encryption Standard
69- Rivest—-Shamir-Adleman

70- Stream cipher

71- Block cipher

72- Hash function
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64- Fragmentation

65- Protocol for Carrying Authentication for Network Access:PANA
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