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3- Hang

4- http://www.mozilla.org/security/bug-bounty.html $3,000/bug

5- http://blog.chromium.org/2010/01/encouraging-more-chromium-securi-
ty.html $500/bug

6- Bug bounty

7- Fault-prone

8- Patch

9- Bug-fix, repair, correction, or patching
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10- Before-release

11- Post-deployment

12- Reproduce

13- Thomas Zimmermann

14- http://www.cs.virginia.edu/_weimer/p/weimer-ssbse2013.pdf
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17- Fault

18- Error

19- Failure

20- Software testing
21- Verification

22- Formal methods
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33- Mutation testing
34- First-order

35- Higher-order
36- Best-effort

37- Unsound

38- Complete

39- Patch
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23- Model checking

24- Test case

25- Test set (suite)

26- Test oracle

27- Test requirement

28- Satisfy

29- Cover

30- Coverage criteria

31- Test adequacy criteria
32- Mutant
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45- Bug report

46- Triage

47- Bug-tracking database

48- Regression testing

49- Prioritization

50- Precondition, postcondition, and class invariant
51- Contract
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40- Instrumentation

41- Abstract syntax tree (AST)

42- Code bloat

43- Fault localization, Locating a bug

44- Search-based software engineering (SBSE)
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63- Plausible

64- Correct

65- Prevention

66- A priori

67- Fix

68- Tolerate

69- Avoid

70- A posteriori

71- Rigorous software engineering
72- Proof-guided construction
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52- Dormant

53- Deterministic or nondeterministic
54- Sequential

55- Concurrency

56- Data race

57- Atomicity violation

58- Order violation

59- Static testing

60- Dynamic (execution-based) testing
61- Passing

62- Failing
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75- Competent Programmer Hypothesis (CPH)
76- Annotation
77- Workaround, Online
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73- Synthesis-based
74- Generate-and-validate



S5 saand s go oS il s ST (5 5 b Laallis
G309 Al slagl (s «Alide las S5, L,
1 Laellio 5ol ias (i g oL it gla,tial
) LAl gl a1l 18 s i Lu 50
p9d Cwd S o ey | IS0 A HraaS o) o
by 31 soliiend (sl sty (ol gl oS 0 cun SVl
G ) 00 S ke IS0 A Hraad a1, SB35 (g5l
1 S35 (5w ol 50,18 S T cn Yo 5o
Ol gl su i o8 sladallbs o IS0 A HuaaS gl
oS 3l (5530 Ly ) AT e (San 5 il suls
el aS aiiena (5 500 sladallas aslen s a3 ua
omld slaelSins (555 5 ndile slasS (55,15 L0 5A
e oS Wieaa SYlEe andy s il 805 e
oold @Mas slgiduy L1, C ol sladel  HlSusa
G b s 00 S o T sla st s, 8,5k
Mg ol OLG sladeli s HlSusa saaad slaghs,
1 S0 5 yand S caned placalllon jylio 35 aiia aions
) auly 1,8 dadllas o)y 90 G SU S sladia )
S g g0 s e (SREAT 85 s Sy 50 (S5 B
Canlis 5 93 (Lo LgT Sig calia 5o S o
allas e wlie g la byl aal i Fiae Kcewla )
Oun ) pladasls ool Bl gl @l e o aily
I8 bl ass—e s Lagh s, lagT pulwd 5o 5 oS
b e ool aal s gu B ol 5l 5w yenla dllie Lo s
3 @2k 6l [PA] srole OBSan  Gaan iy
olial 5 4S ) 00,8 A1 IS0 5a ran {8 owslia
Laslane ol cnnad st sl Laslans 5 (s olacas ol
WSt 5 L s13a) IS 5h yrand (58 43a3 L
Sasse o ladl 5o alai oo ndy wlia | Lag]
3550 O58 dmlie 5 b0l sl sulg—in slaslae
5 saliiead 5550 (slaline 00 oo suliical ey
i pala da s mad G [PA] Lol ddlis 5o a5 L)

o blys o068 g5 suly & s Lajlias ol

690 b (29398 S (s s ol (Kaa Il s ,laS
a3 Lasols el da wld da suls Jio el olla
25999 S (555 b pie oS (g5 il (Sas 55 (090
3L Ll Ll
el ssa g 538 IS0 A Haand gl LISl ¢l 530
a N Saus 4S 0SS ol S8l g,
b S salls sl gs (s b 1o LT Olse A
el oM Sadyeans sala e sl I sl oK
£585 5 osels S wiua olagT AJISa 5l g Koo Ty
Tl o b et adad 5a Mo farss sales Glioaas
N iamand e |y U] ol 58 e g peals
K005 [F0] Lis 53 ¢ IS8 (gl aa e el o
3 do ol ly ey sl plhmaat cal 9 Sad
Cws a8 go HLES |5 95 g0 538 JSdie alas (5 5k0e
Gaae 5 abac s go o | Lallaa Koo ol (sl
092t 590l se Jolids Baae slalba [YF] 0S co auds
oy slaciin 55 5) b slalba o alk o)Sde
S s 50053 g0 0 Slae e slallaa 5 JoSL L
s 534S alacs (slalhd Es o (59 Shae (slalld
le) s ga go (538 W58 o )8 W e s S
slalba ians WS o HIS (b glallad aaas g,

el S35l sl 50 £55

Lol olel 9 Yl ols! -F

sread edea b Al oS na g3 oS Lal ¢l
ala! sladalllas 31 (o) 45 b s 1) 5 Jus A
aS dlie Y'Y wsa se saaio Hl s oYEL G ) ea
Lol p8S (s S paiae 5o ¥V-V0 L3 VAAY sladlw oy
sl 438 S 5158 ceuy s S il sa i Ola oM
(PRSI ol gt 0 ol gladl.
Aiiead G oS sa i Al b sla IS o i o) Sua
78- Offline

79- Binary hot patching

80- Approachable

81- Fixable
82- Hard to reproduce
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91- Legacy

92- Commercial-Off-The-Shelf (COTS)
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