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Reference Dataset Features Outcomes
Collection of PDF files obtained from Virus Total for a |A set of JavaScript-related
A 0,
("] total of 65942 features Best Accuracy 85%
[V] Collection of 22196 malware and 40441 benign files A set of Javascript-related Best Accuracy 96.93%

features

A refined version of the Contagio dataset [26] integrated |File structure, File content,
] with Virus Total is called the Evasive-PDFMal2022 data-
.set, which has 5557 malicious and 4468 benign entries

The Best F-score with LR is
99.86%, recall is 99.88%,
precision is 99.84%, and

accuracy is 99.89%.

and JavaScript for a total
of 28 features

ouls ploxil axdllae 9 i (gl ly g pLriwl (st dns Lo :F Jgur

Dataset

Method

Evasive-PDFMal2022

Our dataset

The best model of Issakhani et
al. study [1](Linear Regression)

Accuracy of 99.89%, F-score of 99.86%,
Precision of 99.84%, and Recall of 99.88%

Accuracy of 97.26%, F-score of 94.11%,
precision of 95.68%, and recall of 92.58%

Best model of our study (Gradi-
ent Boosting)

Accuracy of 99.95%, F-score of 99.95%,
precision of 100%, and recall of 99.91%

Accuracy of 99.3%, F-score of 99.2%,
Precision of 99.4%, and Recall of 99%

ol Gl 1331 (el b bad yo sl ,lS Ao :V Jgur

Refer-
Dataset
ence

Features Outcomes

A random collection of office files,
collected according to VirusTotal analysis, in-
[12] | cluded 2,537 files and 4,212 macros (some-
times more than one per file), of which 877

were obfuscated.

A set of 15 lexicographi-
cal and function call features

The different machine-learning ap-
proaches report accuracies of around
90% in the task of identifying obfuscated
macros. MLP was the most prominent
with a 92% F2 score.

7,145 samples, including macros re-

11
(1] trieved from VirusTotal.

processing-related fea-
tures, including SCDV, LS,
Doc2vec, Bag-of-words

Different language

The best F1 score reported is 93%.

Benign samples with macros collected
from official sites and malicious samples
[2] | collected from VirusTotal AppAny, Virusign,
and Malshare, for a total of 2736 benign and

15,571 malicious

Lexicographical, VBA
statistics, and function call
analysis (LOLBAS, Power-

Shell, PSDecode)

The best F1 score was above 98%,
and best accuracy score was 97.5% with
RF, and recall was above 97.5% with
RF. In the F2 score, 98% with RF was
obtained.
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